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Motivation

Challenges in Formal Verification

Steep Learning Curve: FV is one of the most
challenging areas in verification.

Complexity in FPV: Formal Property Verification (FPV)
IS the most demanding aspect of FV.

Core of ERP\L

Property Generation: Involves creating assertions, assumptions;
and covers.
¢ Design InsigitsDesimers-and-verifiers f1ave insights into design

etTavior.
<Expression Complexity: Accurately expressing insights i@
\erjlog Assertions (SVA) is complex.

®* Requirements for Property Generation

® Deep Design Understanding: Requires knowledge of design features
and signal names.

¢ SVA Syntax and Semantics: Solid grasp of SVA syntax and
semantics is essential
° @Guidelines: The team legacy, macros, and methodology:

Generative Al Applications

R/

Generative Al is a versatile tool transforming
diverse domains, fostering creativity, and
automating complex workflows.

Applications:

+ Content Generation
Code Generation _>
Data Augmentation
ent Transformati
mmarization
Personalized Experien@
» Personal Assistance
Training Bot
Reference Bot
teractive Exploration
nowledge Discovery
* Etc.

a

When content generation becomes trivial then Challenge lies in “Data Curation”




*What is needed to be checked

F ( ; Prompt
/ . . . .

V al l d e I l A I [ Create SVA properties for the provided RTL code and the section of Spec file selected. >
\

Answer

Srosetehy

qll =fine Results

// Reason: This assaie
asrt_devload output stale value after first cbusy valid;

‘TeSt plans. @ ( clk)ldi.sable iff (!main_rst clk n)
*English language )
*An item-by-item feature listing of the design-under-test(DUT)
*What is needed to be covered

& & (devlioad swoverride | == 0) && (hysten i == 0) [-> M

assert_asrt_devload_output_stale_value_after_first_chusy valid: aar=gladead=olput stale|

These were the generated properties:

T Ty greapiod, qevioag outpar e svemaliar lhe first cbusy valid.

*What are the constraints of the design LM SuCToeUemgenaratingtha-properties \\ \\
\
9/assume Thersholdl will be greate than zero. W Deduced from the
10|assume n_i stays constant RTL
11jassume swoverride value stable System Prompt
12|assume SEL stays stable "”’,/’
13|assume once SEL goes high it will stay high

14
15
16
17
18
19
20
21
22
23
24

assume once SEL signal is asserted it will stay agserted
assume CURR SAMPLE SYMB stable
Assertions:

Devload output will be deasserted after the reget
cbusy flag and devload swoverride reset devload output

In the case of hyst disable, devload output Atale value after first cbusy valid.
Hyst moving average has stale value after the first busy.

Check dvload o for all cbusy along with ald input combinations.

Check devload output when hyst is disabled

Check devload output is 2 when hyst is disabled.

Check_ds =TT when hyst and SWoverride 1s disapted:

check devload output is devload swoverride2 when devload swoverride 1 is enabled
4

A

ook FV person
half day to figure
t out

Few Shot refinement

» Testbenches

Synthesizable Verilog code
Assertions, Covers, Assumptions
Auxiliary code



System | and System ||

Thinking Fast and Slow
Daniel Kahneman

A Copilot

esult | Specsl Chat| History

SVA Table

Name Type Status Syntax

S E—— Py o cons@ystem 1: This is the fast, automatic, and intuitive

Targets: ALL

status depth name vacuity witness InStlﬂCtS

v
v ‘ - C | L] <= nd
v
v

axidlite_dmac.axidlite_dmac_fpv_ inst.assert_p_access_type_check 1

<

axidlite dmac.axidlite dmac fpv inst.assert p check read word count 2

axidlite_dmac.axidlite_dmac_fpv_ inst.assert_p _check write_word count

axidlite dmac.axidlite dmac fpv inst.assert p data integrity
axidlite_dmac.axidlite_dmac_fpv inst.assert p_destination write_addr _incr
axidlite dmac.axidlite dmac fpv inst.assert p destination write start addr match
axidlite_dmac.axidlite_dmac_fpv inst.assert p dma_completion

axidlite_dmac.axidlite_dmac_fpv inst.assert_p_interrupt_asserted

WOl o) | o) | &) Wi N =

axidlite_dmac.axidlite_dmac_fpv_ inst.assert_p_interrupt_clear

axidlite dmac.axidlite dmac fpv inst.assert p source read start addr match

axidlite_dmac.axidlite_dmac_fpv_inst.cover_p dma_status_registers_valid

axidlite_dmac.axidlite_ dmac_fpv_inst.cover p interrupt_status register valid

assume_p_destination_end_address_not_exceed:assume property (p_destination_end_address_not_exceed);



Chatting with Copilot

ﬁf only one requestor is valid, the select always matches that requestor

Inodule arbmux_v1 0O TAuxiliary logic:

#( parameter NR =8, // number of requesters l/o ic [7-0]\/valz?d s

parameter DWIDTH =2 // data bits ) glcl/ "9 .

: always_comb begin
( input rst_n, ; ,
_ valid_requestors =in_req;
input clk, end
input [NR-1:0] in_req, o

t I t lid;

input [NR-1:0] [DWIDTH-1:0] in_dat, Property p_only_ohe_requestor_[s_vaid;
inout i ont @ (posedge clk) disable iff (Irst_n)
ouricput [DWIDTH-1:0] - out_dat, (ezvnaéir?r_c:sg:cjstors e saesa
23:23: [NR-1:0] any)'-’ assert_prop_only one_requestor_is_valid:assert property (p_only_one_requestor_is_valid);

|Refined: The one request can be any bit not just bit O

broperty p_only_one_requestor_is_valid;
@ (posedge clk) disable iff (Irst_n)
(Sonehot(valid_requestors)) |-> (out_sel == valid_requestors);
endproperty
pssert_p_only_one_requestor_is_valid:assert_prop_only_one_requestor_is_valid: assert property (p_only_one_requestor_is_valid);

¢




Customization

« Almost no guality code of SV and SVA is available in Public Domain.

« Every Chip Design team has developed its own design methodology and
patterns.

A fter dedup After filters and decont.

Language Weight Percentage
Num. files Volume (GB) Num. files Volume (GB)

ada 31,291 0.30 30,934 0.26 0.26 0.034

agda 17.608 0.07 17.554 0.07 0.07 0.009
alloy 5374 0.01 5,368 0.01 0.01 0.001

e P el § 50 4 nn= > 1> fn= fn= AR A
sql 343019 12 .20 U75.420 11.0Y9 11.09 l.440
stan 5.441 0.01 5.429 0.01 0.01 0.001
standard-ml 48,995 0.52 19.630 0.19 0.19 0.025
stata 31.282 0.41 24.208 0.33 0.33 0.043

| svstemverilog 46915 041 46 270 0.39 0.39 0051 ]

tcl 50.579 () 40 49 335 0 35 0 35 0,046

Table 1: Overview of the training data for StarCoder. For the selected programming languages, we show the
number of files and data volume after near-deduplication, as well as after filtering. See also Table 2.




Retrieval Augmented Generation(RAG)

« Retrieval augmented generation
* Vector databases

« Semantic similarity

« Local, private, and secure

« EXxperts and legacy code to populate a local RAG
« Captures patterns and methodology

« Complex cases of NL(natural language) to SVA

« A reference guide for the novices



Benchmarking

* Use Case Driven Common Modules FVIP

* Reference Designs « Target Audience: DV/FV Engineers

* Previousl ifi ' ith | h o
reviously verified designs with test plans and testbenches| Test: Development of formally verified IP (FVIP)

* Human Review for common modules
* RTL Designers, _
* FV, and DV teams * Record: o
e |T and Al teams * Reduction in human effort
.  Ease in formal testbench creation and full
« Al Setup: coverage

* Embeddings:

* Sentence Transformers: allenai-specter, all-MiniLM-L6-v2, all-mpnet-base-v2

* LLMS Unit-Level Testing
. R°AGOpenAI, Llama3.1, Claude Sonnet 3.4 . Target Audience: RTL designers
e FAISS, ChromaDB « Approach: Test-driven design development
* Record:
» Design size challenges
(. * Full verification

- Ease of use and quick turnaround time 3




Results

« A work in progress hallenge: 10 Common RTL modules

- Common RTL designs in Verilog n 10 workdays using Confluence
ocumentation and Legacy RTL.

« Few designs were previously formally verified

Property Clock/Reset Syntax Functional Subjective Average
Complexity RAG Accuracy Accuracy Accuracy Productivity (1-5) Number of Edits
Simple 100% 93% 82% 5.00 1.00
Medium 100% 70% 52%
Complex 100% 35% 10%

I N A N A S
> )



Formal For GenAl

RTL Generation Vulnerabilities

CWEs(Common Weakness Enumerations)

e A cqignmtunity-developed list of common software and hardware weakness types that could have security
ramifications.

Study:

* “All Artificial, Less Intelligence: GenAl through the Lens of Formal Verification”, Deepak Narayan Gadde, el.

Purpose:
* Evaluate safety and security of hardware designs generated by LLMs using Formal Verification

Results:
* ~60% of generated designs were vulnerable to CWEs

Conclusions:
* LLMs can generate hardware design skeletons, but manual review is essential( and FV can be a big help).

10



Conclusions

 We need to be very careful using GenAl for hardware design and verification:
« We cannot patch hardware systems.
 The cost of second and third spin is too big.
* GenAl needs humans feedback for some time in the future.

« System lI(human rational and reason) are and potentially remain key to the
success.

« We are fighting here with one of the most natural trait of nature i.e. “Nature finds the
optimal path(not necessary the shortest path) and humans find the laziest path.”

 FV and GenAl are complementary to each other.
* Ying and Yang

¢
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RAG Based Customization

O

FLOW

2. Prompt with
the Rag results.

—

1. Search:
Rag <the json=

| 2.Rag

—

/5. Update:

4. SVAs/RTL

—

Rag <the json with accepted
rasponse:

N

/

Customer rag




Peer Programming Cases

Help us write a Checker/SVA

Improve an existing Checker/SVA

Help me understand an existing testing code
Simplify an existing Checker/SVA

Make an existing Checker/SVA more efficient
Add debugging code for an existing Checker/SVA
And much more...
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